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It’s not IF….
but When

Events once seen as extreme and unusual are now commonplace.
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AI, accelerating vulnerability exploitation to hours, not weeks

* Zerodayclock.com

Frontier AI models compress attack velocity

Models such as Anthropic’s Mythos shrink the gap between 

vulnerability discovery and exploitation from weeks or months into 
hours.

Adversaries are more convincing and at scale

AI-enabled attackers increase the speed, scale and sophistication 
of attacks — including AI-assisted voice social engineering.

Non-human identities are the new target

Attackers increasingly pursue tokens, service accounts and other 
non-human identities that can unlock broad administrative access.

Resilience is not an option, it’s Existential to your business 

The impact is already real



79%
Attacks did not deploy 

malware - relying instead 

on “hands-on-keyboard” 

techniques2

24 days
Average downtime after a 

Ransomware attack1

94%
Of ransomware attacks 

included attempts to 

compromise the backup 

(57% success rate)4

Customer Challenges

73%
Of organizations say data 

privacy and security is a risk 

they are concerned about 

when using GenAI3
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66



77
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Worst Case Scenario
Imagine a severe but plausible scenario where:

1. How would the business recover without a backup system?

2. Can you prove that you can recover the business?

Impacting both 
primary systems 
and the backup 

system

Command, control 
and processing are 

unavailable or 
unreliable

Customers are 
disconnected from 
their services and 

assets

Business continuity 
and disaster recovery 
efforts are unable to 

reconnect 

Data is destroyed, 
locked up, or 

corrupted

3. What would the total cost and time be for recovery?
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Detect

Recover

Through the lens of the threat funnel

Detect and Respond to Threats:

Actively identify and address 

potential security incidents and 

malicious activities.

Reduce the Attack Surface:

Minimize the vulnerabilities 

and entry points that can be 

exploited to compromise the 

environment.

Recover from Cyberattacks:

Restore the organization as 

quickly as possible while 

minimizing disruption.

Dell Technologies
Cyber Resilience

Secure
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PowerProtect Data Domain
The foundation of Cyber Resilience
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PowerProtect Data Domain 
The Foundation for Cyber Resilience

Security to ensure data is not 
tampered with or corrupted

Transport Protocol – DD Boost
Encrypted, Secure, Authorized, Not Open

Secure System Clock | NTP Clock | Tamper Controls
Clock Change | Drift | Synchronization

End-to-End Encryption
Data in Flight TLS 1.2 256 Bit | Data at Rest FIPS 140-2 Crypto Libraries

File System - DDFS
Hashed Containers – not recognized by malware

Multi-factor Authentication (MFA)
Web UI, CLI, Security Officer, and iDRAC

Immutability 
Retention Lock Compliance Mode | SEC 17a-4(f) Compliance | FDA 21 CFR Part II

Zero Trust Alignment
Hardware Root of Trust | Secure Boot | RBAC | Secure Period

2700+

Cyber Recovery 

Vault customers*

*Based on Dell Technologies analysis, January 2026
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PowerProtect Cyber Recovery
& CyberSense
Protect, isolate and validate critical data to recover 
from cyber threats
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Recovery Options To Meet Your Cyber Resilience SLAs
Flexible Recovery options to fit your needs

CYBER RECOVERY VAULT

Backup Servers

C

Automated

Recovery

Clean Room

Recovery

D

CLEAN ROOM

Reverse 

Replication

Instant

Access

E

F

DATA CENTER

(on-premises or  cloud)

Production

Workloads

Backup

Workloads

DR SITE

DR Backup

A Restore from immutable backup

B Live mount / instant access on 

immutable backup 
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PowerProtect Cyber Recovery Deployment

ON-PREMISES

Modern protection and recovery for critical rebuild data from 

ransomware and cyber threats to enable cyber resiliency and 

ensure business continuity.

PUBLIC CLOUD

Optional Managed Services
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Intelligence with CyberSense
AI-based Machine Learning Analytics To Verify Data 
Integrity for Resilience
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How CyberSense Works
Analytics, Machine Learning and Forensic Tools to Detect & Recover from Cyber Attacks

COMPREHENSIVE 

INDEX

Changes in 

content over time

SECURITY 

ANALYTICS

200+ statistics indicative 

of cyber attack

MACHINE LEARNING

Trained on thousands of trojans 

and attack vectors

CyberSense Provides

• Attack type notification

• Ransomware detection

• Corrupted file details

• Data changes / deletions

• Breached user accounts

• Breached executables

• Last good backup copy

CORRUPTION 

DETECTED

Alert when suspicious 

activity is detected

POST ATTACK

FORENSICS

Detailed reports, including last 

good backups for rapid recovery
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Recover Smarter with CyberSense
Simplified Dashboard for Analytics and Reporting

Dashboard View

• Simple Health view of 

analytics environment

• Detect corruption within 

a backup cycle

• Investigate the Who, 

What, Where and When 

of the attack

• Quickly identify last 

Clean backup for 

recovery



18

Cyber Resilience Services
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Dell Security and Resiliency Services

Strengthen your security posture

Secure your devices across endpoint, 

network, and cloud.

• Industry-leading tools and 

expertise

• Around-the-clock access to 

security experts

• End-to-end visibility and 

protection from endpoint to cloud

Managed Detection and 

Response

Backed by the scale of Dell’s global 

network, we can react quickly, with experts 

standing by to help assess your situation 

and determine the best course of action.

• Fast response from 

cybersecurity experts

• Complete recovery and improved 

security to prevent future cyberattacks 

and incidents

• Vast expertise for any need

Incident Response 

and Recovery

Develop your strategy for a last line of 

defense from attacks such as 

ransomware. It’s crucial to take a 

holistic approach which integrates three 

key components:

• Purpose-built, isolated recovery vault

• A business process focused 

recovery strategy

• A team prepared to continually test 

and improve processes

Cyber Recovery 

Services

Evaluate your strategies continuously to 

reduce risk, align with compliance needs 

and improve processes and procedures:

• Vulnerability Management

• Ransomware Readiness Assessment

• Business Continuity and Disaster 

Recovery

Advisory Services
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Project Kick-off 

and Definition

Cyber Recovery 
Workshops

Cyber Vault 
Design

Project Close & 
Executive 

Presentation

Advisory

Service Overview & 

Logistics

Service Tasks Schedule

Cyber Recovery 

Overview

.

Workshop awareness 

and Design workshops 

(Identification of Critical 

Materials & Data, 

Operational and 

Technical

High Level Vault 

Design

Executive 

Presentation

with Cyber Recovery 

vault roadmap

Enhanced data resilience and robust cyber recovery architecture design

Cyber Recovery 

Architecture

Cyber Vault High 

Level Design
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Project Kick-off 

and Definition

Technical 
Workshop

Critical Materials 
& Data Workshop

Deployment 

& Configuration

Recovery 
Testing 

Design & Implementation Services

Identify and collect 

Cyber Security and 

BCDR 

background/collateral on 

potential applications.

Discuss cyber vault 

architecture and operation 

to create cyber vault 

architecture, metrics, 

location and operation 

considerations

Identification of Critical 

Materials to target for initial 

implementation of Cyber 

Vault. Preliminary estimate 

on application data to be 

protected.

Configure Cyber Recovery 

Vault Infrastructure, 

Hardening and Deploy air-

gap copy, data immutability 

and optional analytics 

capability

Develop recovery runbook 

and test plan and conduct 

knowledge transfer of vault 

operations, security 

analytics and restore 

processes 

Providing a proven, tested, Cyber Recovery solution in your environment, delivered with a proven methodology.
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Runbook and Testing Services

What Cyber Recovery Solution Runbook 

Table of Contents:

<Customer Name>

CR Vault Recovery Runbook

CONFIDENTIAL

Cyber Recovery Vault Runbook overview ………………………………....4

Section 1: Plan Activation and Criteria ……………………………………..8

Section 2: Perform Forensics ……………………………………………....12

Section 3: Invoke Cyber Recovery Plan …………………………………..14

Section 4: Prepare for Recovery/ Restore Operations …………………..16

Section 5: Recovery Procedures……………………………………………17

Section 6: Backup Recovery………………………………………………...20

Section 7: Event Recording Log…………………………………………….24

How

Restore

Restore data from known Point in Time

Repair

Restore data and apply known fixes

Rebuild

Assume nothing, rebuild new environment, 

restore transactional configs and data

Critical Rebuild 

Materials

OS Images Applications

Business 

Processes

Gather recovery requirements Create tailored documentation

Operational Support (PowerProtect Data Domain, Block Data Storage, Unstructured Data Storage and Cloud)
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Best Practices
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Key Data to Protect by Industry
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What to protect in a cyber vault

Authentication, Identity
& Security

• Active Directory / LDAP

• DNS dumps

• Certificates

• Event logs (including SIEM data)

Networking

• Switch / router configuration

• Firewall / load-balancer settings

• IP Services design

• Access Control configuration

• Firmware / microcode / patches

Storage 

• Backup hardware configuration

• SAN / array configurations

• Storage abstraction settings

• Firmware / microcode / patches

Host and Build Tools

• Physical/Virtual platform builds

• Dev Ops tools & automation scripts

• Firmware / microcode / patches

• Vendor software

Intellectual Property

• Source code

• Proprietary algorithms

• Developer libraries

Applications

Supporting

infrastructure

Documentation 

• CMDB / asset D/R and Cyber Recovery  

• Run-books & checklists

• Management extracts

• HR resources & contacts lists

Best practice guidance to select your most important data and applications to protect
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